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https://github.com/ThisIsLibra/malwareDecryptionPoC-c52
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byte[] Read

InputStream

byte[]

byte[]

Signature

“/META-INF/726793.RSA

openssl openssl pkcs7 -in 726793.RSA -

inform DER -print_certs -out 726793.RSA.raw

726793.RSA.raw

726793.RSA.encoded base64 -d 

./726793.RSA.encoded > 726793.sig
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byte[]

string byte[]

xorFunction”

classes.dex
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8 
 



9 
 



10 
 

 



11 
 

packageName’

@Override 

    protected void onCreate(Bundle savedInstanceState) { 

        //Default code 

        super.onCreate(savedInstanceState); 

        setContentView(R.layout.activity_main); 

 

        //Initialise the array with a length of 10, which we wont 

use 

        Signature[] signatures = new Signature[10]; 

        String packageName = "com.example.class"; 

        try { 

            signatures = 

getPackageManager().getPackageInfo(packageName, 

PackageManager.GET_SIGNATURES).signatures; 

        } catch (PackageManager.NameNotFoundException e) { 

            e.printStackTrace(); 

        } 

        if (signatures.length > 0) { 

            Signature signature = signatures[0]; 

            byte[] byteArray = signature.toByteArray(); 

            InputStream inStream = new 

ByteArrayInputStream(byteArray); 

            FileOutputStream fos = null; 

            String path = Environment.getExternalStorageDirectory() 

+ File.separator + "signature.sig"; 

            try { 

                fos = new FileOutputStream(path); 

            } catch (FileNotFoundException e) { 

                Toast.makeText(this, "FileNotFound error", 

Toast.LENGTH_LONG).show(); 

                e.printStackTrace(); 

            } 

            int b; 

            byte[] d = new byte[4096]; 

            try { 

                while ((b = inStream.read(d)) != -1) { 

                    fos.write(d, 0, b); 

                } 
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                Toast.makeText(this, "Writing finished to :" + path, 

Toast.LENGTH_LONG).show(); 

            } catch (IOException e) { 

                Toast.makeText(this, "Error writing", 

Toast.LENGTH_LONG).show(); 

                e.printStackTrace(); 

            } 

        } else { 

            Toast.makeText(this, "No signatures found!", 

Toast.LENGTH_SHORT).show(); 

        } 

    } 
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